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#WhoWeAre

* Nikita Tarakanov Is an independent security researcher. He has
worked as a security researcher in Positive Technologies, Vupen
Security, Intel corporation and Huawel. He likes writing exploits,
especially for OS kernels. He won the PHDays Hack20wn contest
INn 2011 and 2012. He has published a few papers about kernel
mode drivers and their exploitation. He Is currently engaged In
reverse engineering research and vulnerability search automation.

* Andrey Labunets Is a security researcher with more than a decade
of experience Iin vulnerability research and reverse engineering.
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Video decoding subsystem
macOS Monterey (M1)

usermode
VTDecoderXPCService

AppleVideoDecoder

AppleAVD kext
Kernel



Video decoding subsystem

R
@rqou_

yo dawg, i herd you like CPUs (M1), so | put a CPU
(Cortex-M3) in your CPU (M1 AVD video decoder block)
so you can compute (somehow supervise the video

° Out Of Scope today _ hardware COmponentS decode hardware, currently reverse engineering this

part) while you compute (procrastinate on YouTube)

UNKNOWN write @ PC 0000544e of size 4 to register 40100120 with value 00000005
n n " UNKNOWN write @ PC 000057ee of size 4 to register 50010080 with value 00000001
® Maln fOCUS |S A IeAVD kext |nternals On UNKNOWN write @ PC 0000574 of size 4 to register 50010084 with value ffffffff
UNKNOWN read @ PC 000057fa of size 4 to register 50010084

piodma copy from descriptor @ 0000000000000000 cmd 0000b211
UNKNOWN write @ PC 0000273c of size 4 to register 40100150 with value 00000000
UNKNOWN write @ PC 00002744 of size 4 to register 4010018c with value 00000000
UNKNOWN write @ PC 0000274a of size 4 to register 401001c8 with value 00000000
maCOS MOntere UNKNOWN write @ PC 0000274e of size 4 to register 40100204 with value 00000000
UNKNOWN write @ PC 0000275c of

size 4 to register 40100094 with value 00000000
CM3 control enabling IRQ 98

CM3 control enabling IRQ 99

CM3 control enabling IRQ 100

UNKNOWN read @ PC 000027bc of size 4 to register 4010010c

UNKNOWN write @ PC 000027c4 of size 4 to register 4010010c with value 00000007
piodma copy from descriptor @ 000000000008b504 cmd 00000b11l

UNKNOWN read @ PC 00002aa0 of size 4 to register 40100044

UNKNOWN read @ PC 00002aa6 of size 4 to register 4010006c

CM3 control enabling IRQ 101

UNKNOWN read @ PC 00003780 of size 4 to register 4010010c

UNKNOWN write @ PC 00003788 of size 4 to register 4010010c with value 0000000f
piodma copy from descriptor @ 000000000008b504 cmd 00000b11l

CM3 control clearing IRQ 1

~~~~~ HOPEFULLY PROCESSED COMMAND 2 ~~~~~

RO = 00000002 R1 = E3CD3971 R2 = 1000DD18 R3 = 1000DAES8

. . R4 = 01000000 R5 = 00000001 R6 = 00000008 R7 = 1000FFES8

 You can find some info on AVD hardware here: vz < Socmois Sh - Sosereee Lh - oscesses P  soaese
- R12 = 1000DD18 SP = 1000FFCC LR = 00000000 PC = OOOOO3FA

Triggering an IRQ 2
The handler is at 00006b39
Aligning the stack to 8
. mbox uc->ap got something! 01091154
* https://twitter.com/rqou /status/1577967077955993600 Fead i L e
00000020 ¢c8 02 00 00 ad 30 09 01 ac 04 00 00 24 07 00 60 |..... Do S

e https://github.com/rgou/m1-avd-reverse-engineering/blob/main/avd emu.py



https://twitter.com/rqou_/status/1577967077955993600
https://github.com/rqou/m1-avd-reverse-engineering/blob/main/avd_emu.py

AppleAVD internals



AppleAVD internals

Codebase overview

" if ( ( DWORD)a3 == 301 )
{
createlilyDLghDecoder(this);
 AppleAVD - one of the largest kexts in .
macOS L,
if ( ( DWORD)a3 != 308 )
goto LABEL_39;
° ~120 KLOC in |DA deCOmpiler } createDahlialghDecoder(this);
}
 Large part of this codebase are actual e
decoders, which process parts of ;witch (' (_DWORD)a3 )
media input in kernel space case ©x13C:
createRadishLghDecoder(this);
break;
case ©x144:
vle = createClarylLghDecoder(this);
break;
case 9x199:
v1le = createlIxoralLghDecoder(this);
break;

default:



AppleAVD internals ...

createCloverlLghDecoder(this);
Codebase overview ;

goto LABEL_4;
if ( (int)a3 <= 300 )
{
switch ( (int)a3 )
{

* AppleAVD - one of the largest kexts in case 20:

/16 = createSalviaA@lLghDecoder(this);
macQOS goto LABEL_4;
case 21:
v1l0 = createSalvialghDecoder(this);

+ ~120 KLOC in IDA decompiler _EOto LABEL 4;

case 23.:
case 24.:

 Large part of this codebase are actual case 25:

case 27.:

decoders, which process parts of coto LABEL 391
media input in kernel space case 26:

createViolalghDecoder(this);
goto LABEL_4;
case 28:
v1le = createlotuslLghDecoder(this);
goto LABEL_4;
default:
if ( ( DWORD)a3 != 300 )
goto LABEL_39;
createlLilyCLghDecoder(this);
break;



AppleAVD internals

Entry points (external methods)

* Accessed through AppleAVDUserClient

Most interesting external methods:
* AppleAVDUserClient::createDecoder
* AppleAVDUserClient::decodeFrameFig

Data transfer between user / kernel.
(media data, NAL units, etc)

|OSurface

il i i

> > > > > > > > >
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lent::_createDecoder(AppleA... __text
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ecodeFrameFig(Appl... __text
estroyDecoder(Apple... __text
umpDecoderState(A... __text

lent::_getDeviceType(AppleA... __text

lent::_mapPixelBuffer(Apple... __text
lent::_setCallback(AppleAVD... _ text
lent::_setCryptSession(Apple... __text

lent::_unmapPixelBuffer(App... __text

00000000000...
00000000000...
00000000000...
00000000000...
00000000000...
00000000000...
00000000000...
00000000000...
00000000000...



AppleAVD Internals

Entry points (external methods)

* This set of external methods covers most of the kext functionality:
* AppleAVDUserClient::setCallback
* AppleAVDUserClient::createDecoder
* AppleAVDUserClient::setCryptSession
* AppleAVDUserClient::decodeFrameFig



AppleAVD internals

createDecoder

. struct _sAppleAVDCreateDecoderlIn
 Sets up one of 3 decoders of our choice {

_DWORD width;

. _DWORD height;
codec type = (unsigned _ int8)in->codec_type; DWORD nal buf len:
_DWORD val@xc;
_BYTE valex1e[9];
_BYTE codec_type;

*(_DWORD *)&this->m_AppleAVDUserClient.codec_type = codec type;
*(_DWORD *)&this->m_AppleAVDUserClient.fi1eld7892 ©xled4 = in->padOx24;
this->m_AppleAVDUserClient.decoder = OLL;

switch ( codec type )

{ _BYTE pad@xl1A;
case 1: _BYTE pad0X1B;
if ( this->m_AppleAVDUserClient.deviceType < ©xDu ) _BYTE pad@x1C;
goto LABEL_41; _BYTE pad@x1D;

v21l = (CAVDAvcDecoder *)operator new(©x8642BOulLl); _BYTE ichat_usage_mode;
decoder = CAVDAvcDecoder: :CAVDAvcDecoder( _BYTE pad@x1F;

val, _BYTE memCacheMode;

this, _BYTE valox21;

E:Tiligzilénfitgif->m_App1eAVDUserC11ent.dev1ceType, _BYTE valox22:
P - 5 _BYTE valex23;

break;
case 3: _DWORD pad0x24;
v22 = (CAVDLghDecoder *)operator new(©x65COulLlL); _DWORD pad@x28;
decoder = (CAVDAvcDecoder *)CAVDLghDecoder: :CAVDLghDecoder( _DWORD pad@x2c;
v22, _DWORD valox30;
this, _DWORD wsk[33];
this->m_AppleAVDUserClient.deviceType, _DWORD surface_id;
in->padéx1B != 0@); _DWORD decrypt_mode;
ca:;e;$5 _DWORD sleepWakeTransitionTimeout;

_BYTE pmgrRequestTimeout[20];
};

vlS = (CAVDHevcDecoder *)operator new(©x21CBB8ulLL);
CAVDHevcDecoder: : CAVDHevcDecoder(v19, this, this->m_AppleAVDUserClient.deviceType, in->padox1B != 0);
break;

B Y S T




AppleAVD internals

decodeFramekFig

: /* 110 x/
° S i N S B D
Processes plaintext frames... s o ((aligned(4)) ) SAppicAVDDecodeFraneFigi
process_plaintext_frame: i _
_QWORD mapPixBuf_address;
_reference_index = in->reference_index; _DWORD datalength;
*&this->m_AppleAVDUserClient. reference_index = reference index; _DWORD framenumber;
deviceType = this->m_AppleAVDUserClient.deviceType; _DWORD display_index;
if ( (deviceType == 28 || deviceType >= Ox12F) && (this->m_AppleAVDUserClient.field _DWORD reference_index;
{ _DWORD index_target2;
(this->m_AppleAVDUserClient.decoder->__vftable->VASetParams) ( _DWORD decrypt_byte_offset;
this->m_AppleAVDUserClient.decoder, _DWORD allocSize;
43LL, _BYTE VASetDisableSkipToIDR_val;
*&this->m_AppleAVDUserClient.field7296 ©x1c80 + ((in->framenumber << 9) & ©x1E®! BYTE valox25:
_reference index = in->reference_index; "BYTE valox26:

} _BYTE valox27;
_BYTE 1isEncrypted;
_BYTE valex29;
_BYTE valox2a;

(this->m_AppleAVDUserClient.decoder->__vftable->VADecodeFrame) ( _BYTE valOx2b;
this->m_AppleAVDUserClient.decoder, DWORD initialClearBytes;
buf,
in->datalength,
in=>framenumber,
in->display_index,
in->reference_index,
in->index_target2,
out + 3552);

kernel debug(@x2B680050u, reference index, in->display_index, in->index_target2, ©

res




AppleAVD internals

decodeFrameFig -> decodeFrameFigHelper DecryptFrame

 Processes plaintext frames...
* ...and DRM content
o Likely it’'s FairPlay Streaming

* FairPlay code obfuscation
complicates some analysis

N OV PApUWLWNEREOOLVONOUVEPAEAEWNEREOOLVONOVEEWNR

f-*sl

inté4

__fastcall AppleAVDUserClient: :decodeFrameFigHelper DecryptFrame(

char *plaintext_buffer; // x1
unsigned

__inte4

1nt64

__int8 *buffer; // x2
ve;, // x©
res; // x21

AppleAVD *v8 // %6
unsigned int datalength; // w3

1nt64

int v11;

switch (

{

case 9:

goto

case 1:

contextID; // x4

// w5

_buffer = this->m_AppleAVDUserClient.plaintext_buffer;
1s->m_AppleAVDUserClient.buffer;

*&"*'<->m _AppleAVDUserClient. decrypt_mode )

AppleAVD: :decryptFrame(
this->m_AppleAVDUserClient.appleAVD,

‘._/_:1_' “CAL_DuUuriecr,

W . — ,

in->datalength,

*&this->m_AppleAVDUserClient.contextID);
LABEL_10;

-4<->m _AppleAVDUserClient.appleAVD;
o= -=->dataLength

~ UQ |

cextID = *&this->m_AppleAVDUserClient.contextID;



AppleAVD internals _

setCryptSession {

_QWORD crypt_red;
decrypt_modse;

, paddx9;
* Allocates data buffers for ' it
TTET Gl pad@xb;
(decrypted?) data, initializes _ padoxc;
(session?) parameters - B
_ pad@xe;
_ paddxf;
 From AppleVideoDecoder: e padox1o;
241
242 // set _parameter later calls AppleAVD setCryptsession external method
243 v39 = set_parameter(*(unknown2 **)&v11[80]._ _opaque[40], 22, (unsigned _ int8 *)vllé.value);
244 if ( (_DWORD)v39 )
245 {
246 v33 = Vv39;
247 syslog DARWIN_ EXTSN(
248 3LL,
249 "AppleAVD: AppleAVD HEVCVideoDecoder: frame# %d, Could not set kAppleAVDSetCryptRef, err %d\n");
250 goto LABEL _59;
251 }

0004DJOES AppleAVDWrapperHEVCDecoderDecodeFrame:235 (S595ES8)




AppleAVD attack surface



AppleAVD attack surface

* |n the past, vulnerabilities in AppleAVD have been both found by researchers and exploited in-
the-wild:

 CVE-2022-22675 - in-the-wild
* https://googleprojectzero.qgithub.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-22675.html

 CVE-2022-22674 - in-the-wild
 CVE-2018-4384

» https://bugs.chromium.org/p/project-zero/issues/detail?id=1641

* WWhich AppleAVD attack vectors are most likely to be actively exploited?


https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-22675.html
https://bugs.chromium.org/p/project-zero/issues/detail?id=1641

AppleAVD attack surface

* AppleAVD media processing is performed with decoders, wrapped in AppleAVD logic:
* AppleAVD logic is AppleAVDUserClient, AppleAVD, and other kext classes
 Decoders and AppleAVD logic are mostly independent of each other
* This is a very simplified way to approach kext’s large codebase

 Decoders might be easier to attack remotely

o Attacking AppleAVD logic might require more control over AppleAVD objects,
achieved, for example, with specific external method arguments in local privilege
escalation (LPE) scenarios



AppleAVD attack surface

* Jo explore the most straightforward remote attack vectors, we extracted

decoders from the kext, rebuilt them, and tested directly with a coverage-
guided fuzzer

* Jo investigate the outer AppleAVD logic, we reconstructed the logic of
external methods and manually reviewed object initialization, memory
operations, and interaction between components

* We left all possible firmware and hardware vectors out of scope



Fuzzing approach and code analysis



Fuzzing decoders

 AppleAVD decoders process media data, such as Network Abstraction Layer
(NAL) units, parameter sets (SPS, PPS)

* This code is implemented in CAVDAvcDecoder, CAVDLghDecoder,
CAVDHevcDecoder

* Parsing is done inside virtual VAStartDecode and VADecodeFrame



Fuzzing decoders

Seed corpus generation

* First, we fuzzed ffmpeg with a small set of publicly available templates
* ffmpeg fuzzer generated a sufficiently large seed corpus for AppleAVD

* AppleAVD expects NAL units in a slightly different format, so we
preprocessed the resulting seed corpus for AppleAVD



Fuzzing decoders

Target code setup and fuzzing

* We built the target from a pseudocode extracted from IDA decompiler

* |In our experiments with AppleAVD and other macOS subsystems, the
control flow does not differ from the original machine code control flow

 We wrote a tiny interface to handle IDA types, ARM intrinsics, and
reimplement selected parts of macOS library code

e Results: fuzzing ~3KLOC of CAVDAVCDecoder+AVC_RBSP with AFL++
resulted in a single unexploitable crash (an artifact of fuzzing setup) and 96%
coverage



Fuzzing decoders

Road not taken - alternative fuzzing setup

* Another approach by Junzhi Lu, Xindi
Wang, Ju Zhuto” runs kexts in user
mode with a custom macho loader for

debugging, but could be useful for
fuzzing 100. e \Write a macho loader for kext

uloader

ost_priv_self() = 0Oxc0O3
ost_get_special_port(priv=0xc03,node=-1,which=17, port=0x100868a10[0x
strlen("/ApplicationsA W W W/ WrappedBundle/ ") = 0x31

. . . X e
e Wnte aruntime for |mpor‘ts . mem_alloc(map=0xa858000080000006, addrp=0x100809000, size=32, tag=0x10¢

vm_map_copyin(src_map=0xa858000080000000, src=0x100206930,len=32,src_c

. . * thread #1, eue = 'com.apple.main-thread', stop reason =
e N d b f k m rame #0: 0x0000000100627adc FairPlayIOKit' uf_setup_from_fp
Otl e ugger O eXt l age FairPlayIOKit'uf_setup_from_fp:
- 0x100627adc <+0>: pacibsp
0x100627aed <ty>: sub sp, sp, #0x186 ; =0x1860
0x100627aed4 <+8>: stp x24, x23, [sp, #06x140]

e Enjoy “Kernel” Debugging oxl00627aeh w125 sth k22, 21, [op, #o150]

* QOur approach with code extraction
gives source code-level flexibility to
fuzz selected code paths with debug
symbols.

*https://qgithub.com/pwnOrz/fairplay research



https://github.com/pwn0rz/fairplay_research

Manual analysis

275
. 276 bufSize = (unsigned int)(this->m_AppleAVDUserClient.width * this->m_AppleAVDUserClient.height);
* Analysis of 3 external methods
278
279 // err if width * height > ©x3FFFFFFFCO000000 = 4611686017353646080
u u - - 280  if ( (((unsigned int)this->m_AppleAVDUserClient.width
revealed an ISsue Wlth InCOnSIStent 281 * (unsigned __inté4)(unsigned int)this->m_AppleAVDUserClient.height) & OxFFFFFFFFo0000000LL) != ©
282 || ((4 * bufsize) & ©xFFFFFFFFO@000000LL) != © )
283 {
[ 284 ~es = 3758097085LL;
C eC S - 285 _os_log_internal(
286 &dword_9,
287 (os_log_t)& os_log default,
288 0S_LOG_TYPE_DEFAULT,
289 "AppleAVD: bufSize overflow in %s %d",
" " " 290 "setCryptSession”,
e CVE-2022-46694 fixed iInI0S 16.2 =, =
n 292 '}
293 else
: 294 { // buf_size is bounded
an I a 295 LODWORD(bufSize) = 4 * bufSize;
" 296 ~es = 3758097085LL;
297 if ( (unsigned int)bufSize >= 100000000 ) // bufsize between [100000000, 4294967296 ]
298 // will be capped at 100000000.
299 //
300 // However, the original width and height will
® https -//Su ppOrt apple Com/en_uS/ 301 // later be used to determine buffer length
- - - 302 // when this buffer is accessed
303 LODWORD(bufSize) = 100000000,
304 if ( (unsigned int)bufSize <= 1048576 )
HT21 3530 305 bufSize = Ox100000LL;
306 else
307 bufSize = (unsigned int)bufSize;
308 allocMemIn.size = bufSize;
309 allocMemIn.valex14 = 1;
310 if ( (unsigned int)AppleAVDUserClient::allocateMemory(
311 this,
312 &allocMemlIn,
313 &kVASetDecryptSessionData_allocMe ,
314 1uLL,
315 e) )
316 {

000CA21C  ZzZN18AppleAVDUserClientlSsetCryptSessionEP27 sAppleAVDSetCryptSessionInP28 sAppleAVDSetC


https://support.apple.com/en-us/HT213530
https://support.apple.com/en-us/HT213530

AppleAVD analysis: results

 Fuzzed one of three decoders - 1 non-exploitable crash (fuzzing setup at fault), not
an Issue

* Reviewed control flow and interaction between 3 external methods - 1 finding
(CVE-2022-46694)

* Limited results suggest AppleAVD logic (vs.decoders) is more error-prone
 AppleAVD can still be exploited via relatively simple memory corruption bugs

e A subset of decoder bugs leading to subtle conditions and data-only attacks was left
out of scope, but it is an interesting future direction to explore



Previously discovered vulnerabilities

« CVE-2018-4348 - memory corruption
« CVE-2020-9958 - out-of-bound write
« CVE-2022-22675 - overflow in parseHRD

« CVE-2022-32788 - overflow in parseSliceHeader



Previously disclosed vulnerabllities and
exploitation



Overflow in parseHRD

cpb_cnt_minus1 = Read_byte_from_stream();

. *HRD_data_in_spsList = cpb_cnt_minus1;

. HRD_arrays = HRD_data_in_spsList + 0x104;

. Index =0

. do {

. *(_DWORD *)&HRD_arrays[4 * index - 0x100] = Read_dword_from_stream();
. *(_DWORD *)&HRD_arrays[4 * index - 0x80] = Read_dword_from_stream();
. HRD_arrays[index]| = = Read_byte_from_stream();

} while (index++ < *HRD_data_in_spsList );



Overflow in parseHRD

* Size of array Is 0x20 elements we can copy up-to 0x100 elements
 We can overflow adjacent element in spsList array

 We can overflow adjacent memory to spsList array (first element in ppsList)



Overflow in parseSliceHeaders

. counter_oob = 0;:

. while (1 ){

. *((CBYTE *)SliceHeaderBuffer + counter_oob + 47) = Read_byte_from_stream();

. *(CDWORD *)SliceHeaderBuffer + counter_oob + 55) = Read_dword_from_stream();
. *(CLDWORD *)SliceHeaderBuffer + counter_oob + 21) = Read_dword_from_stream();
. counter_oob++;

. If (*((_BYTE *)SliceHeaderBuffer + counter_oob + 47) == 0x3 ) {

. break;



Overflow in parseSliceHeader

e Size of SliceHeader buffer is 0x480 located in CAVDAvcDecoder object
 We can overflow adjacent fields in CAVDAvcDecoder object

» CAVDAvcDecoder object is huge (0x8642B0 byes) in KHEAP_KEXT
 We can spray CAVDAvcDecoder objects and smash pointers in it

* Problem is that we have to win race between using vtable (PAC) and pointers
to other objects



Discussion



Discussion

* AppleAVD runs about ~100KLOC of parsers in kernel on all
iIncoming media.

* Can this functionality be moved to user land instead or isolated”?

* Some input validation is spread across multiple external methods,
processing is partially performed by an obfuscated FairplaylOKit.

* Can we even inspect the security of Apple media pipeline in any
meaningful way?



Discussion

* Thanks to Max Dmitriev (I_Greek) and Berk Cem Goksel (@berkcgoksel)!

* Questions?



